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ABSTRACT
Data communication security requires access control mechanisms that can adapt to
changing user and service requirements. Conventional Extended Access Control
List (Extended ACL) relies on predefined rules and provides limited flexibility for
authentication-based and session-based access control. This study aims to develop
and implement an adaptive Dynamic Extended Access Control List model that
integrates contextual authentication, automated access-rule activation, and session-
based access control. An experimental approach was employed using Cisco Packet
Tracer to simulate a client—router—server network topology consisting of public,
private, and administrative network segments. A web-based authentication
mechanism was designed to identify the client's network segment and determine
the appropriate access authorization process. Following successful authentication,
Python Netmiko was used to automatically activate service-specific Dynamic ACL
rules on the router through SSH. The implemented model was tested using
HTTP/HTTPS, ICMP, FTP, and SSH access scenarios under pre-authentication and
post-authentication conditions. The results demonstrate that the developed model
successfully provides temporary and service-specific access following successful
authentication. Public-segment wusers initially received access only to
HTTP/HTTPS services and obtained additional ICMP and FTP access after
successful authentication. Private-segment users initially had access to

HTTP/HTTPS, ICMP, and FTP services, while SSH access was activated after
authentication. The model also implemented a 10-minute idle timeout mechanism
to automatically terminate inactive access and restore the initial security policy.
These findings demonstrate that integrating contextual authentication, automated
Dynamic ACL activation, and session-based control provides a flexible mechanism
for managing temporary service access in basic data communication security.

INTRODUCTION

Data communication security is an important aspect of computer network management because access to
network resources needs to be controlled according to user requirements and the services available. Access control in
computer networks can generally be implemented using Access Control Lists (ACLs) on network devices. ACLs allow
network administrators to determine which traffic is permitted or denied based on specific parameters, such as source
address, destination address, communication protocol, and port number. The implementation of ACLs has been widely
adopted to restrict access to network services and control traffic in VLAN-based and local area networks (Azmi et al.,
2022; Tahir et al., 2024; Usior & Sediyono, 2023).

Extended ACLs provide more specific access control capabilities than Standard ACLs because access rules can
be defined based on source and destination addresses, communication protocols, and specific services or port numbers.
This approach enables administrators to establish more targeted access policies for network services such as HTTP,
HTTPS, FTP, ICMP, and SSH (Jung et al., 2022; Usior & Sediyono, 2023). However, the implementation of Extended
ACLs in a static configuration still has limitations when access requirements are temporary and dependent on user
conditions. Rules configured permanently generally remain active until the administrator manually modifies the
configuration. This condition makes the access control mechanism less flexible for scenarios requiring access privileges
based on authentication, specific service requirements, and session duration.

These limitations indicate the need for an access control mechanism that is not only based on IP addresses and
network services but is also capable of adapting access policies according to user context and session conditions.
Integrating an authentication mechanism with Dynamic Extended ACLs can provide a means of granting access
privileges dynamically after successful user verification, consistent with recent approaches to dynamic network access
control (You et al., 2023; Temoshok et al., 2025). In addition, automating rule changes on network devices can reduce
dependence on manual administrator configuration and enable access privileges to be granted only when required. This
approach is relevant for supporting temporary and session-based access control in computer networks.
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Based on these issues, this study aims to develop and implement an Adaptive Dynamic Extended Access Control
List model to improve the flexibility of access control in data communication. The proposed model integrates network
segment identification, a web-based authentication mechanism, automated activation of Dynamic ACL rules, and
session-based access control. The model was implemented using Cisco Packet Tracer with a network scenario
consisting of public, private, and administrative segments. The activation of dynamic access rules was integrated with
Python Netmiko through an SSH connection, allowing network service access privileges to be granted according to the
user's authentication status.

The main contribution of this study is the development of an access control model that integrates network
segment context, authentication, dynamic service-specific access authorization, and session-based access termination.
With this approach, access to network services is not solely determined by permanently configured ACL rules but can
be activated according to user requirements following successful verification and restored to the initial security policy
when the session ends. The developed model is expected to provide a basic approach for implementing more adaptive
data communication security in computer networks.

LITERATURE REVIEW

Access Control List (ACL) is a network security mechanism used to control traffic based on predefined rules.
ACL rules determine whether packets are permitted or denied according to parameters such as source and destination IP
addresses, communication protocols, and service ports. Standard ACL generally provides basic filtering based primarily
on source addresses, whereas Extended ACL offers more granular control by considering source and destination
addresses, protocols, and port numbers (Azmi et al., 2022). Previous studies have demonstrated the application of ACL
for controlling access in LAN, WLAN, and VLAN environments (Dewi et al., 2022; Tahir et al., 2024; Usior &
Sediyono, 2023).

Extended ACL is particularly suitable for service-specific access control because it allows administrators to
define policies for services such as HTTP, HTTPS, FTP, ICMP, and SSH. However, conventional Extended ACL
implementations generally rely on manually configured rules that remain active until explicitly modified or removed.
This characteristic limits flexibility when access privileges need to be provided temporarily or according to changing
user requirements (Rahman & Dasuki, 2025).

Dynamic Access Control provides an alternative by allowing temporary access privileges to be activated
according to authentication or contextual conditions. Recent studies have investigated dynamic access control
mechanisms that adjust network authorization according to changing security conditions and access requirements (Jung
et al., 2022; You et al., 2023). In Cisco network environments, dynamic access mechanisms can also provide temporary
user access through dynamically applied access-control entries with configured timeout mechanisms (Cisco Systems,
2025).

Network automation can further support dynamic policy enforcement by reducing the need for administrators to
modify router configurations manually. Python-based network automation tools such as Netmiko enable automated
communication with network devices through SSH and support the execution of configuration commands. Previous
research has demonstrated the use of Netmiko for automating network-device configuration and management tasks in
simulated network environments (Gondhalekar et al., 2024).

Although previous studies have established the effectiveness of ACL and Extended ACL for network traffic
control, most implementations emphasize predefined or manually managed access policies (Arif et al., 2025; Rahman &
Aprianto, 2025). The integration of network-segment context, authentication, automated service-specific Dynamic ACL
activation, and session-based access termination within a single access-control model remains insufficiently addressed.
Therefore, this study develops an Adaptive Dynamic Extended ACL model that integrates these components to provide
temporary and context-aware service authorization in a computer network.

METHOD

This study employed a Research and Development (R&D) approach to develop and implement an Adaptive
Dynamic Extended Access Control List (ACL) model for data communication security. The development focused on
integrating network-segment identification, authentication, automated access-rule activation, and session-based access
control into a unified mechanism. The proposed model was implemented and functionally evaluated using Cisco Packet
Tracer to represent the network environment and access-control scenarios.

The research activities consisted of requirement identification, access-control model design, network topology
development, authentication mechanism development, Dynamic Extended ACL integration, automation
implementation, and functional testing. The requirement identification stage analyzed the limitations of conventional
static Extended ACL, particularly its dependence on predefined rules and manual configuration when temporary access
privileges are required. Based on these requirements, the proposed model was designed to provide additional service
privileges after successful authentication and to automatically terminate temporary privileges when the access session
expires.
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The network environment was designed using a client—router—server architecture consisting of public, private,
and administrative network segments. The router functioned as the central routing device and as the Policy Enforcement
Point (PEP), where the Dynamic Extended ACL rules were enforced. Inter-VLAN communication was implemented
using a router-on-a-stick configuration through the router's GigabitEthernet interface. Three VLANs were defined to
represent different user contexts: VLAN 10 for the private or staff segment, VLAN 20 for the public or guest segment,
and VLAN 30 for the administrative segment. In addition, a homepage server and an authentication server were
deployed in separate network segments to support web services and user authentication.

Network Segment Private

Server-PT
Authentication Server

21 i

Main Router Server-PT
Homepage Server

Network Segment Public

Network Segment Administrative

Figure 1. Network topology of the proposed Adaptive Dynamic Extended ACL model

Figure 1 illustrates the network topology used to implement the proposed model. The private segment uses the
192.168.10.0/24 network and contains two staff clients, while the public segment uses the 192.168.20.0/24 network and
contains three guest clients. The administrative segment uses the 192.168.30.0/24 network and contains an
administrative client. The homepage server is connected to the 172.16.0.0/24 network, whereas the authentication
server is connected to the 10.10.0.0/24 network. The router provides routing between the network segments and applies
the access-control policies according to the client's network context.

The addressing and network-segmentation scheme used in the implementation is summarized in Table 1.
Table 1. Network segmentation and addressing scheme

Network Segment VLAN  Network Address Client / Device Function
Private/Staff 10 192.168.10.0/24 Staff 1, Staff 2 Internal user access
Public/Guest 20 192.168.20.0/24 Guest 1, Guest 2, Guest 3 Public user access
Administrative 30 192.168.30.0/24 Admin 1 Administrative access
Homepage Server — 172.16.0.0/24 172.16.0.2 Web information service
Authentication Server — 10.10.0.0/24 10.10.0.2 Authentication and

access-control support

The access policy was designed according to the context of each network segment. Public users in VLAN 20
were initially permitted to access HTTP and HTTPS services, while ICMP and FTP services were restricted. After
successful authentication, additional privileges for ICMP and FTP were dynamically activated for the authenticated
client. Private users in VLAN 10 were initially permitted to access HTTP, HTTPS, ICMP, and FTP services, while SSH
access was restricted. Following successful authentication or access escalation, temporary SSH access was activated.
Users in the administrative segment were provided with broader service access according to their administrative role.

The service-specific access policy was implemented using Dynamic Extended ACL rules based on the client's
source IP address, destination service, and communication protocol. HTTP and HTTPS access were associated with
TCP ports 80 and 443, FTP access was associated with TCP ports 20 and 21, ICMP was controlled using the ICMP
protocol, and SSH access was associated with TCP port 22. This configuration enabled the model to provide different
service privileges according to the user's network segment and authentication status.

The workflow of the Adaptive Dynamic Extended ACL model consisted of seven sequential stages: requirement
identification, network topology and access-policy design, network-segment identification, user authentication,
dynamic access-rule generation, automated ACL activation, and session-based access termination. These stages were
designed to integrate user authentication with network-level access enforcement, allowing additional service privileges
to be activated temporarily according to the client's network context and authentication status. The resulting workflow
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can be represented as:

Requirement Identification — Network and Policy Design — Segment Identification — Authentication —
Dynamic ACL Generation — Netmiko/SSH Activation — Timeout and Policy Restoration

Following the workflow described above, a web-based authentication mechanism was developed to identify the
client's network segment and determine the appropriate authorization process. For public users, authentication was
performed through the guest login mechanism. For private users, an authentication or access-escalation mechanism was
provided to activate additional privileges. Following successful authentication, the backend application identified the
client's IP address and generated the corresponding Dynamic Extended ACL commands

The automation component was implemented using Python and Netmiko. Netmiko established an SSH
connection between the backend application and the router and transmitted the generated ACL configuration commands
to the router. The automation process allowed the access policy to be activated without requiring the network
administrator to manually modify the router configuration for every authentication event. Thus, authentication at the
application level could be translated into temporary access privileges at the network level.

The session-based mechanism was implemented using a configured 10-minute timeout for dynamically activated
access rules. When the configured inactivity period was reached, the temporary Dynamic Extended ACL entries were
removed, and the client's access privileges returned to the initial security policy. The client was then required to perform
authentication again to obtain the additional services. This mechanism was designed to minimize the possibility of
temporary access privileges remaining active after the user's session was no longer required.

Functional testing was conducted using predefined access scenarios before and after authentication. For the
public segment, testing evaluated HTTP and HTTPS access before authentication and ICMP and FTP access after
successful authentication. For the private segment, testing evaluated HTTP, HTTPS, ICMP, and FTP access before
authentication and SSH access following successful authentication. Additional testing was conducted to verify the
automatic termination of dynamically activated privileges after the configured idle timeout.

The functional evaluation used a binary access criterion, namely permitted or denied, according to the expected
access-control policy. A test was considered successful when the actual service-access result corresponded to the
predefined policy for the client's network segment and authentication status. The testing results were subsequently used
to evaluate whether the developed Adaptive Dynamic Extended ACL model was capable of providing temporary,
service-specific, and context-aware access control.

RESULT
The implementation of the Adaptive Dynamic Extended ACL model produced an access-control mechanism that
could adjust network service privileges according to the client's network segment and authentication status. The
implementation consisted of network segmentation, initial access policies, web-based authentication, automated
Dynamic ACL activation through Netmiko, and session-based access termination. The resulting access behavior was
evaluated through functional testing on public, private, and administrative network segments.

Network and Access-Control Implementation

The implemented network topology consisted of three user segments, namely VLAN 10 for private or staff users,
VLAN 20 for public or guest users, and VLAN 30 for administrative users. The router operated as the central routing
device and Policy Enforcement Point (PEP), while the homepage server and authentication server provided the required
web and authentication services.

The initial access policy was configured according to the role of each network segment. Public users were
restricted to basic web services, whereas private users were provided with broader access to common network services
but were restricted from SSH access. Administrative users were configured with broader access according to their
administrative requirements. This initial policy established the security baseline before any dynamic access privilege
was activated

Table 2. Initial access policy according to network segment

Network Segment HTTP/HTTPS ICMP FTP SSH
Public/Guest (VLAN 20) Permitted Denied Denied Restricted
Private/Staff (VLAN 10) Permitted Permitted Permitted Denied
Administrative (VLAN 30) Permitted Permitted Permitted Permitted

The results in Table 2 show that access privileges were differentiated according to the user's network context.
The public segment received the most restrictive initial policy, while the private segment received access to commonly
required services. Administrative users were provided with broader access. This configuration served as the initial state
before authentication-based privilege escalation.
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Dynamic Access Activation for Public Users

Testing on the public segment was performed using the guest clients connected to VLAN 20. Before
authentication, the guest clients could access the homepage server through HTTP and HTTPS, while ICMP and FTP
access were restricted according to the initial Dynamic Extended ACL policy.
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Politeknik Negeri Padang. Pendidikan vokasi unggulan yang berfokus pada
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dan teknologi fiber optik.
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connecting from ftp server)

(c)
Figure 2. Public-segment access condition before authentication: (a) HTTP access, (b) ICMP restriction, and (¢) FTP
restriction

Figure 2 shows the access condition of the public-segment client before authentication. Figure 2(a) shows
successful access to the HTTP service, indicating that HTTP access is permitted under the initial access policy. Figure
2(b) shows that ICMP access is restricted, as the client cannot perform communication using the ping protocol. Figure
2(c) shows that FTP access is also restricted before authentication. These results confirm that public users are initially
limited to the predefined web services, while additional ICMP and FTP services remain unavailable before successful
authentication..

After a guest user successfully completed the authentication process through the web-based authentication
mechanism, the backend application identified the client's IP address and generated the corresponding Dynamic
Extended ACL rules. The generated rules were subsequently transmitted to the router through an SSH connection using
Python Netmiko.
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Figure 3. Web-based authentication process for public users: (a) authentication interface and (b) authentication process

Figure 3 shows the web-based authentication process for public users. Figure 3(a) shows the authentication
interface used by the client to submit the required credentials, while Figure 3(b) shows the authentication process after
the user's credentials are submitted. This process is used to verify the client's access request before additional network
privileges are activated. Successful authentication subsequently becomes the trigger for activating the additional ICMP
and FTP access defined in the public-segment policy. The Dynamic ACL activation resulted in additional access

privileges for the authenticated client.

Command Line 1.0

Pinging

(Command Frompt (Command Prompt

(b)

Figure 4. Additional service access after authentication: (a) ICMP access and (b) FTP access

Figure 4 shows the additional service access obtained by the public client after successful authentication. Figure
4(a) shows that ICMP access becomes available after authentication, indicating that the corresponding Dynamic
Extended ACL rule has been activated. Figure 4(b) shows that FTP access is also available after authentication. These
results demonstrate that authentication activates only the additional services defined in the access policy, while the
previously permitted HTTP and HTTPS services remain available.

Specifically, ICMP and FTP access were activated for the authenticated public client, while the initial HTTP and
HTTPS privileges remained available. The access behavior before and after authentication is presented in table 3.

Table 3. Public-segment access before and after authentication

Service Before Authentication After Authentication
HTTP (TCP 80) Permitted Permitted
HTTP (TCP 443) Permitted Permitted
ICMP Denied Permitted
FTP (TCP 20/21) Denied Permitted
SSH (TCP 22) Restricted Restricted
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Table 3 shows that authentication selectively changed the access privileges of public users. Before
authentication, ICMP and FTP were denied, while HTTP and HTTPS were permitted. After successful authentication,
ICMP and FTP became permitted, whereas SSH remained restricted. These results confirm that authentication activated
only the additional services defined by the public-segment policy without granting unrestricted access.

The results demonstrate that authentication did not replace the initial access policy. Instead, successful
authentication activated additional service-specific privileges for the authenticated client. Therefore, the access-control
mechanism could provide differentiated temporary access without granting unrestricted network access.

Dynamic Access Activation for Private Users

Testing was also conducted on the private or staff segment using VLAN 10. Before authentication or access
escalation, staff clients were permitted to access HTTP, HTTPS, ICMP, and FTP services. SSH access remained
restricted because administrative remote access was not included in the initial policy.

< = URL |https:/i172.16.0.2
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(a)
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Figure 5. Private-segment access condition before authentication: (a) HTTP/HTTPS access, (b) ICMP access, (¢) FTP
access, and (d) SSH access denied

Figure 5 shows the initial access condition of the private-segment client before authentication or access
escalation. Figure 5(a) shows that HTTP/HTTPS access is permitted, indicating that web services are available under
the initial access policy. Figure 5(b) shows that ICMP access is permitted, while Figure 5(c) shows that FTP access is
also available to the private client. In contrast, Figure 5(d) shows that SSH access is denied before authentication. These
results confirm that private users receive broader access to common network services, while SSH remains restricted
until the user successfully completes the authentication process.

Following successful authentication, the backend application generated a Dynamic Extended ACL rule for TCP
port 22 based on the authenticated client's IP address.
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Figure 6. Authentication and access escalation process for private users: (a) authentication interface and (b) access
escalation process

Figure 6 shows the authentication and access-escalation process for private users. Figure 6(a) shows the
authentication interface used by the private client, while Figure 6(b) shows the subsequent authentication or access-
escalation process. After successful authentication, the backend application identifies the client's IP address and
generates the Dynamic Extended ACL rule required to activate SSH access. This process demonstrates that the
authentication status is used as the condition for granting the additional SSH privilege to the private client.

Command Prompt

d Line 1.0
1.1

Password:

Figure 7. SSH access activated after successful authentication

Figure 7 shows the SSH access condition after successful authentication of the private client. The successful SSH
connection indicates that the Dynamic Extended ACL rule for TCP port 22 has been activated and applied to the
authenticated client's IP address. This result confirms that the model can selectively activate the additional SSH
privilege without changing the other services included in the initial private-segment policy. The rule was automatically
applied to the router through the Netmiko-based automation mechanism.

Table 4. Private-segment access before and after authentication

Service Before Authentication After Authentication
HTTP (TCP 80) Permitted Permitted
HTTP (TCP 443) Permitted Permitted
ICMP Permitted Permitted
FTP (TCP 20/21) Permitted Permitted
SSH (TCP 22) Denied Permitted

Table 4 shows that authentication affected only SSH access in the private segment. HTTP, HTTPS, ICMP, and
FTP remained permitted before and after authentication, whereas SSH changed from denied to permitted. This result
confirms that the Dynamic Extended ACL rule was applied selectively according to the predefined private-segment
access policy.

The results show that the authentication process successfully increased the access privilege of the private client
only for the service specified by the policy. SSH access was initially denied and became available after successful
authentication. This demonstrates the ability of the model to implement service-specific privilege escalation rather than
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providing unrestricted access after authentication.

Automated Dynamic ACL Configuration

The integration between the authentication mechanism and the router was successfully implemented through
Python Netmiko. After successful authentication, the backend application obtained the client's IP address and used it as
the basis for generating the Dynamic Extended ACL configuration.

For public users, the generated policy activated ICMP and FTP access. For private users, the generated policy
activated SSH access. The router received the configuration through an SSH session established by Netmiko, allowing
the Dynamic ACL rules to be applied automatically.

commands = [ commands = [
'configure terminal’,

'ronfigure terminal’',
'ip access-1ist extended Dynamic_acL',

f'permit tep host {client_ip} any eq ftp timecut 1°, ip access-1ist extended Dynamic_ACL®,

f'permit tcp host {client_ip} any eq 28 timeout 18°, f'permit tcp host {client_ip} any eq 22 timeout 18°,

f'permit icmp host {elient_ip} any timeout 18°, vend’
I

‘end',

N , 'write memary'
write memory

(a) (b)
Figure 8. Dynamic Extended ACL rules activated through automated Netmiko configuration : (a) Public-segment
(b) Private-segment

This implementation reduced the need for manual configuration changes on the router. The authentication event
therefore became the trigger for modifying the client's network-level access privileges. The resulting process can be
represented as:

Client — Web Authentication — Authentication Verification — Client IP Identification — Dynamic ACL
Generation — Netmiko/SSH — Router — Temporary Service Access

The implementation demonstrates that application-level authentication can be integrated with network-level
policy enforcement to provide context-dependent access privileges.

Session Timeout and Access Termination

The developed model also implemented session-based access control through a configured 10-minute timeout for
dynamically activated access privileges. The timeout mechanism was tested by allowing a client to obtain additional
services through successful authentication and then leaving the dynamically activated access session inactive.

After the configured timeout period was reached, the temporary Dynamic Extended ACL entries were removed
and the client's access privileges returned to the initial policy.

(Command Prompt Command Prompt

r PC Command Line 1.0

.2/ [Ftp peer reset)

0.1 closed by foreign host]

nnecting from ftp server)

(a) (b)

Figure 9. Dynamic access termination after the configured idle timeout: (a) FTP Timeout (b) SSH Timeout

Figure 9 shows the termination of dynamically activated access after the configured timeout period. Figure 9(a)
shows the FTP timeout condition for the public client, indicating that the previously activated FTP access is no longer
available after the temporary access period ends. Figure 9(b) shows the SSH timeout condition for the private client,
indicating that the dynamically activated SSH access has also been terminated. These results confirm that the temporary
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Dynamic Extended ACL entries are removed after the configured timeout and that the clients return to their respective
initial access policies. Consequently, services that had been dynamically activated, such as ICMP and FTP for public
users or SSH for private users, were no longer available without performing the authentication process again.

Table 5. Access behavior according to authentication and session status

User Context Initial State Authenticated State After Idle Timeout
Public/Guest HTTP/HTTPS HTTP/HTTPS + ICMP + FTP HTTP/HTTPS
Private/Staff HTTP/HTTPS + ICMP + HTTP/HTTPS + ICMP + FTP + HTTP/HTTPS + ICMP +

FTP SSH FTP
Administrative  Broad access Broad access Broad access

Table 5 shows the change in access privileges across three session states: initial, authenticated, and after timeout.
Public users gained ICMP and FTP access after authentication, while private users gained SSH access. After the
configured timeout, these additional privileges were removed and the clients returned to their respective initial access
policies. This result confirms that the activated privileges were temporary and dependent on the authentication session.

The results confirm that the dynamically activated privileges were temporary rather than permanent. The timeout
mechanism returned the client to its initial access policy after the session became inactive. Re-authentication was
therefore required to obtain the additional privileges again

Summary of Functional Test Results
The functional testing demonstrates that the main components of the Adaptive Dynamic Extended ACL model
operated according to the designed access-control policy. Public users initially received restricted service access and
obtained additional ICMP and FTP privileges after successful authentication. Private users initially had access to HTTP,
HTTPS, ICMP, and FTP, while SSH was restricted and subsequently activated following successful authentication. The
dynamically activated privileges were automatically terminated after the configured timeout.
Table 6. Summary of functional implementation results

Test Component Expected Result Implementation Result Status
Network-segment Client identified according to Client context identified Successful
identification VLAN/IP segment
Public initial access HTTP/HTTPS permitted; ICMP/FTP  Access matched policy Successful

restricted
Public authentication Additional ICMP/FTP access Dynamic privileges Successful
activated activated
Private initial access HTTP/HTTPS/ICMP/FTP permitted;  Access matched policy Successful
SSH restricted
Private authentication ~ SSH access activated Dynamic SSH privilege Successful
activated
Netmiko automation ACL rules applied automatically Router configuration Successful
updated automatically
Session timeout Temporary privileges removed after =~ Dynamic privileges Successful
inactivity terminated
Policy restoration Client returned to initial access Initial policy restored Successful
policy

Overall, the implementation results indicate that the developed Adaptive Dynamic Extended ACL model
successfully integrated network-segment context, authentication, automated policy activation, service-specific
authorization, and session-based access termination. The model was able to change access privileges dynamically
according to the authentication state while maintaining the initial security policy for unauthenticated users.

DISCUSSION

The implementation results indicate that the proposed Adaptive Dynamic Extended Access Control List (ACL)
model successfully transformed access control from a predominantly static mechanism into a conditional and temporary
authorization process. The model was able to adjust service privileges according to the client's network segment and
authentication status. This finding demonstrates that Extended ACL can be integrated with authentication and session-
based mechanisms to provide more flexible access control without eliminating the basic packet-filtering function of
ACL.

The differentiation of access privileges between public and private network segments demonstrates the role of
network context in determining authorization. Public users initially received access only to HTTP and HTTPS services,
while ICMP and FTP were restricted. After successful authentication, these additional services became available to the
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authenticated client. In contrast, private users were initially permitted to access HTTP, HTTPS, ICMP, and FTP, while
SSH remained restricted until authentication was successfully completed. This result indicates that the developed model
does not treat authentication as a mechanism for granting unrestricted access. Instead, authentication functions as a
condition for activating specific privileges according to the predefined security policy. Such an approach can reduce
unnecessary service exposure, particularly for users operating in public or less trusted network segments.

These findings are consistent with previous studies demonstrating the effectiveness of ACL and Extended ACL
for controlling network traffic in LAN and VLAN environments (Azmi et al., 2022; Dewi et al., 2022; Usior &
Sediyono, 2023). Recent research has also examined dynamic ACL and dynamic access-control mechanisms for
adapting network authorization to changing access conditions (Jung et al., 2022; You et al., 2023). However,
conventional implementations generally emphasize predefined access policies configured directly on network devices.
The developed model extends this approach by linking the authentication state of a client to the activation of Dynamic
Extended ACL rules.

The automation mechanism using Python Netmiko further supports this adaptive process. Following successful
authentication, the backend application identifies the client's IP address and generates the corresponding Dynamic ACL
configuration before transmitting it to the router through an SSH connection. The router consequently functions as the
enforcement point for the authorization decision generated by the application. This mechanism reduces the need for
repetitive manual configuration and enables access policies to be activated for individual clients based on authentication
events, consistent with the role of Python-based network automation in reducing manual network-device configuration
tasks (Gondhalekar et al., 2024).

The implementation of session-based access control provides another important security characteristic.
Dynamically activated privileges were assigned a configured 10-minute timeout, after which the temporary access rules
were removed and the client returned to the initial access policy (Cisco Systems, Inc., n.d.).

The main contribution of this study is therefore the integration of four components within a single access-control
model: network-segment context, user authentication, automated service-specific Dynamic ACL activation, and session-
based access termination. Previous ACL implementations have primarily focused on traffic filtering and service
restriction, whereas the developed model establishes a relationship between user authentication and network-level
policy enforcement. The model also demonstrates that adaptive access control can be implemented using commonly
available networking and automation technologies without requiring unrestricted access to network resources after
authentication.

Despite these findings, the study has limitations. The implementation and functional evaluation were conducted
using Cisco Packet Tracer; therefore, the results primarily demonstrate functional feasibility within a simulated network
environment and do not yet represent performance under production-scale network traffic. In addition, the authorization
decision is currently based on network segment, client IP address, authentication status, and predefined service policies.
Factors such as device identity, user behavior, risk level, and real-time traffic characteristics have not been incorporated.
Future development can therefore extend the model toward more advanced contextual and behavior-aware access
control.

Overall, the results demonstrate that the Adaptive Dynamic Extended ACL model provides a flexible mechanism
for controlling temporary network service access while maintaining a restrictive baseline policy. The integration of
authentication, automated Dynamic ACL enforcement, service-specific authorization, and session-based termination
provides a practical foundation for developing adaptive data communication security mechanisms in computer
networks.

CONCLUSION

The This study developed and implemented an Adaptive Dynamic Extended Access Control List (ACL) model
for improving flexibility in data communication security. The developed model integrates network-segment
identification, web-based authentication, automated Dynamic ACL activation, service-specific authorization, and
session-based access termination within a unified access-control mechanism. The implementation using Cisco Packet
Tracer demonstrated that access privileges could be dynamically adjusted according to the client's network context and
authentication status.

The functional testing showed that public users initially received restricted access to HTTP and HTTPS services,
while additional ICMP and FTP privileges could be activated after successful authentication. Private users initially had
access to HTTP, HTTPS, ICMP, and FTP, while SSH access could be dynamically activated after authentication. The
integration of Python Netmiko enabled the authentication process to trigger automated Dynamic ACL configuration on
the router, reducing the need for manual policy modification. The implementation of a configured 10-minute timeout
also ensured that temporary privileges were automatically terminated and the client returned to the initial access policy.

These findings indicate that the proposed Adaptive Dynamic Extended ACL model provides a practical approach
for implementing temporary, service-specific, and context-aware network access control. Although the current
evaluation was conducted in a simulated Cisco Packet Tracer environment, the developed model provides a foundation
for further development toward more advanced adaptive access control by incorporating additional contextual factors,

This is an Creative Commons License This work is licensed under a Creative
BY NC Commons Attribution-NonCommercial 4.0 International License. 757


https://doi.org/10.47709/brilliance.v6i4.9646

114 E-ISSN : 2807-9035
B rllllanc e Volume 6, Number 4, November 2026

Research of Artificial Intelligence https://doi.org/10.47709/brilliance.v6i4.9646

device identity, user behavior, and real-time network conditions.
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