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ABSTRACT

The resulting digital image certainly has the copyright attached to the image. There needs to be protection of digital
image works because the form of storage of digital imagery works that are vulnerable to piracy, claims of
unauthorized authorities, illegal duplication, or unauthorized modification. The Spatial Domain Public Image
Watermarking method is used to protect digital imagery using applications designed to facilitate the watermarking
process on several different digital images as well as with different image formats. The reason for using this method
is because it has low complexity. In this study, it consisted of three processes carried out, namely the process of
making watermarking, the process of checking watermarking and comparison of input imagery and image
results. In the process of making watermarking do image input as a watermarking media, input inserted imagery in
the form of binary images / text, key inputs and watermark results. In process of checking watermarking performs
image input that becomes watermark media, watermark results input, key input, and checking results. The process
of creating watermarking takes a relatively short time while the process of extracting watermarking processing
time depends on the size of the image file. From some image testing conducted using imagery with three formats,
namely: JPG with an average time accuracy of 9:5,310(42.15%), .GIFs with an average time of 8:27.207(21.63%)),
and. BMP has an average time accuracy of 5:2.989(36.22%). Thus, the determination of the image format used is
adjusted to the original image, so that it can perform time efficiency.

Keywords: Copyright Protection, Digital Image, Spatial Domain Public, Watermarking Method,
Watermarking Scheme.

INTRODUCTION

The increasing number of works of art in the form of images and images produced by artists in digital form using
image processing applications that are poured into digital media (Alfred T, Ronal F. S, Setia B, 2016). Digital images
are objects that are very easy to change or manipulate, copied irresponsibly. It is difficult to prove that the image has
been altered by the current media, and it is also difficult to prove its ownership (Suheryadi, 2017). In today's digital
era, the internet has become a daily necessity, which makes it easy for users to carry out file transmission activities,
thus requiring protection from irresponsible actors (Ondi & Dedy, 2021). This ease of accessing digital data makes
someone who is not entitled or irresponsible to abuse the copyright of others (Febriani, 2016). One of the efforts to
combat copyright infringement can be done with steganography. Steganography (steganography) is the science and
art of hiding a secret message (hiding message) so that the existence of the message is not detected by the human
senses (Imami et al., 2019). Watermarking is one of the sciences of hiding data with the aim of securing images, one
of which is copyright protection (Susanto et al., 2017). The watermarking method is used to protect medical images
from unauthorized misuse using the Singular Value Decomposition (SVD) and Particle Swarm Optimization (PSO)
methods. Between medical images and watermarked medical images (Gangdhar et al., 2018).

Many photo agencies expose their collections on websites with the view of selling image access. By creating
thumbnail web pages it is possible to purchase high resolution images. However, this flexibility to utilize digital
images facilitates information piracy. Cryptographic techniques can solve the problem of unauthorized access to
information. But it cannot prevent unauthorized users from replicating the decrypted content illegally (Surekha &
Swamy, 2016). Efforts to minimize crimes committed in copyright infringement and document falsification. Important
document protection can be done by applying the Watermarking Content Based Image Retrieval (CBIR) technique
(Wasilah et al., 2016). Watermarking technique is one solution to avoid illegal copying. Currently, many watermarking
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schemes have been proposed to overcome this problem (Herawati, 2019). The development of internet technology
provides convenience in daily activities in obtaining digital data. Someone easily has the right to claim digital data so
that it can cause problems in the copyright of a data (Kurniawan et al., 2018). Digital images that are private and
confidential are highly susceptible to eavesdropping by other parties, especially if the images are distributed over the
internet. The act of wiretapping and misuse of confidential images can of course harm the owner of the image (Zebua
& Ndruru, 2017). The resulting digital image of course has a copyright attached to the image. There is a need for
protection of digital image works because the form of storing digital image works is vulnerable to piracy, claims by
unauthorized parties, illegal duplication, or unauthorized modification.

METHOD

Type of Research

This research uses this type of quantitative research, by conducting experiments on testing multiple sample datasets
as a trial in calculating the accuracy of the algorithms used as proposed solutions in performing image protection as
legitimate copyright. With multiple image inputs that are BMP, GIF, and JPG as well as text files with .txtextensions,
which are inputted into applications designed to help facilitate image testing. The Spatial Domain Public Image
Watermarking method is used to protect digital imagery using applications designed to facilitate the watermarking
process on several different digital images as well as with different image formats. The reason for using this method
is because it has low complexity.

Time and Place of Research
This study took approximately 1 year and has been implemented from January 2021.

Working Procedures
The application to be designed will be depicted and modeled using a use case:

Digital Watermarking App

<<include>>

Input Embed

Image in the

Form of Binary <<include>>

Image/Text

Input the Image
as a Watermark
Media

_______________________ g
ML <<include>>

Watermark
Creator

<<include>>

Fig. 1 Use Case Watermark Maker Diagram
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Digital Watermarking App

Input Image as
a Watermark
Media

<<include>>

<<include>>

Watermark
General User

Fig. 2 Use Case Watermark Checking Diagram

As seen in figure 1, the entities of the application only number two pieces: watermarking maker, watermarking
extracter and attacker. Meanwhile, the process contained in the software there are five pieces, namely doing the process
of making watermarking, doing the process of checking watermarking, opening image files, storing image files, and
displaying the results of the calculation process.

The working procedure of the Spatial Domain Public Image Watermarking scheme application is outlined in an
activity diagram as follows:

User Application

Starting App

Displaying the Main Page
Form

About Program

Creating
Watermark

Application

Checking
Watermark

Fig. 3 User Activity Diagram

When the user runs the application, the Spatial Domain Public Image Watermarking schema application will
display the main page of the application for the user. On the main page, the application will display several menus for
the user. If the user selects a menu about the program, the application will display a form about the
program. Meanwhile, if the user chooses the application menu, then the application will display two additional options,
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namely the watermarking creation menu and the watermarking check menu. If the user chooses the watermarking
menu, the application will display a watermarking creation form. Meanwhile, if the user chooses the watermarking
check menu, the application will display a watermarking checking form.

The design of the activity diagram depicting the process of creating watermarking on the software can be seen in
figure 4. Here:

User : Application

Display Form about

\ the Program

Selecting Menu

Program

View Program

Fig. 4 Activity Diagram Of The Program

When the user selects the supporting theory menu, the application will display a supporting theory form that
contains a brief discussion of the Spatial Domain Public Image Watermarking scheme and also the procedure of
creating and extracting watermarks.

System Analysis

The entities of the application only number three pieces namely watermarking makers, watermarking extractors
and attackers. Meanwhile, the process contained in the software there are five pieces, namely doing the process of
making watermarking, doing the process of checking watermarking, opening image files, storing image files, and
displaying the results of the calculation process. Watermarking in its application to digital data can be classified into
two parts, one of which is spatial domain. The reason for the selection of this method is that it has such low
computational complexity that it is suitable for practical application.

RESULT

The following is a look at the application at the watermarking extracting process stage.
1. Watermarking creation after process (Binary Image Insertion).
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85 Proses Pembuatan Watermarking >
File Citra Input : |D:Spatial Domain Gambar JPG Cyclops jpg IP=]
(Cover Image)

File Sisip : [D: Spatial Domain Gambar JPG HP-Android RAM-1GB-Murah (BW) jpg IP=]
{(Binary Image)

Input Kunci H ‘TE.SI‘ |
File Hasil : [D:Spatial Domain\Gambar JPGa wtm [[P=)

(Watermarke Fils)

Fig. 5 Creation of Watermarking After Process (Insertion of Binary Images)
2. Watermarking creation after process (Text Insertion).

3. Watermarking check of extraction process (Insertion Of Binary Images).
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Fig. 6 Watermarking creation view after process (text insertion)
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File Citra Asli  : [D:Spatial Domain'Gambar JPG Cyclops jpg P=
(Cover Imag=)
File Watermark : [D:Spatial Domain'Gambar JPG a wtm P=
(Watermark Fils)

Input Kunci H |]’ES]‘ ‘

Citra Input Isi Fil= Watermarl (Public Share Watermarl)

Uluran :
350 x 420

Tenis Penyisipan

@ Citra Biner

Fig. 7 Watermarking Check View Extraction Process (Binary Image Insertion)

4. Watermarking check after extraction process (Text Insertion).

x
File Citra Asli  : [D:Spatial Domain Gambar JPG Zilong jpg || 5~
(Cover Image)
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(Watermark File)

Input Kunci 3 ‘TEST |
Citra Input Isi File Watesmark (Public Share Watermark)
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:1.0:1,0:0.1:0.1:1.0:0.1:0.1:0.1:0.1:1.0:0,1:0.1:1,0:1.0:1.0:0,

Tenis Penyisipan

() Citra Biner
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(Text File)

iwarto

Fig. 8 Watermarking Check View After Extraction Process (Text Insertion)

5. Image comparison results.
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u5! Perbandingan Citra Hasil *
File Citral : |D:Spatial Domain Gembar JPG EP-Android RAMIG| |
File Citra II : |D:Spatial Domain Gambar JPG HP-Android RAM-1G| | 0 Keluar
Citra Input Citra Hasil Hasil Perba nd'mgau .

Citra sama persis !

Fig. 9 Comparison After Image Comparison Process

Based on the test results of several images with a spatial domain public image watermarkingscheme, presented
in table 2. Here:

Table 1
Image Testing Results

Original . Image . Duration
No Imagie Size Format Imgae Input Size (m:s)
1 350 x 420 JPG 150 x 150 0:11.649
2 400 x 300 JPG .| 150 x 150 0:14.262
3 240 x 390 GIF 7 150x 150 0:7.593
4 518 x 649 BMP 150 x 150 0:27.734
5 450 x 620 GIF 150 x 150 0:25.153
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No

Original
Imagie

Size

Image
Format

Imgae Input

Size

Duration
(m:s)

400 x 294

GIF

400 x 300

JPG

150 x 150

0:11.16

Plain Text
File name:
Sisip
Text.txt;
“Iwanto”

0:52.927

518 x 649

BMP

Plain Text
File name:
Sisip
Text2.txt;
“UNPRI”

1:45.400

400 x 294

GIF

Plain Text
File name:
Sisip
Text3.txt;
“Negara
Kesatuan
Republik
Indonesia”.

0:23.121

10

1280 x 720

BMP

50x 75

1:45.381

11

bl
Laiév\m{/ L4

1125 x 685

GIF

175 x 225

1:38.725

12

1158 x 669

PG

268 x 375

1:58.964

13

1280 x 720

BMP

Plain Text
File name:
Sisip
Text.txt;
“Iwanto”

12 : 42.590

14

NS g e
Ml e

LANEPUSHER

1125 x 685

GIF

Plain Text
File name:
Sisip
Text2.txt;
“UNPRI”

7:57.427
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Original . Image . Duration
No Tmagie Size Format Imgae Input Size (m:s)
Plain Text
File name:
Sisip
15 1158x669 | PG Tex. ) 7:041
‘Negara
Kesatuan
Republik
Indonesia”
16 1920 x 1080 BMP 732 x 965 25:34.930
17 1920 x 1080 GIF 645 x 815 14 :50.520
18 1920 x 1080 JPG 1125 x 815 48 : 44.29
DISCUSSIONS

In the process of creating watermarking the inputted comb image file using black-and-white images. The process
of creating watermarking takes a relatively short time while the process of extracting watermarking processing time
depends on the size of the image file. Watermarking is not affixed to the original image so there is no pixel change in
the original image and there will be no leakage of information from watermarking. The location of the comb
image file and watermarking file can be determined manually by the user. The resulting comb image file(binary)is
stored in a file with an extension*. bmp. The view of the comparison process can show what percentage of the
immency between the two images is compared. Of the several image tests conducted using imagery with three formats,
namely: JPG with an average accuracy of 9:5,310 (42.15%), GIF with an average time of 8:27.207 (21.63%), and
BMP with an average time of 5:2,989 (36.22%). Thus, the determination of the image format used is adjusted to the
original image, so that it can perform time efficiency.

CONCLUSION
After completing the creation of this software, the author can draw some conclusions as follows, first, Spatial
Domain Public Image Watermarking scheme can be used to reduce or minimize the possibility of hijacking
information of an image (illegal copyright) by creating watermarks for the desired image and proving ownership rights
through the watermark checking process. Second, Digital watermarking algorithm can be used to add watermarking to
the image and can prevent leakage of watermark information because the contents of watermarking are not affixed to
the cover image, but are generated on a separate file.
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